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Hiding Behind the Keyboard: Uncovering Covert Communication Methods with
Forensic Analysis exposes the latest electronic covert communication techniques
used by cybercriminals, along with the needed investigative methods for
identifying them. The book shows how to use the Internet for legitimate covert
communication, while giving investigators the information they need for
detecting cybercriminals who attempt to hide their true identity. Intended for
practitioners and investigators, the book offers concrete examples on how to
communicate securely, serving as an ideal reference for those who truly need
protection, as well as those who investigate cybercriminals.

Covers high-level strategies, what they can achieve, and how to implement●

them
Shows discovery and mitigation methods using examples, court cases, and●

more
Explores how social media sites and gaming technologies can be used for illicit●
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Explores the currently in-use technologies such as TAILS and TOR that help●
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Editorial Review

About the Author
Brett Shavers is a former law enforcement officer of a municipal police department. He has been an
investigator assigned to state and federal task forces. Besides working many specialty positions, Brett was
the first digital forensics examiner at his police department, attended over 2000 hours of forensic training
courses across the country, collected more than a few certifications along the way, and set up the
department's first digital forensics lab in a small, cluttered storage closet.

John Bair is currently employed as a detective with the Tacoma Police Department. He has been
commissioned as a law enforcement officer since May 1989. During his assignment in the homicide unit he
began specializing in Cell Phone Forensics.

In 2006 John created the current forensic lab that focuses on mobile evidence related to violent crimes. His
case experience shortly thereafter gained the attention of Mobile
Forensics Incorporated (MFI) where he was hired and spent several years serving as a contract instructor.
MFI soon merged with AccessData to become the only training vendor for their mobile forensics core. This
relationship fostered direct contact with engineers who assist in criminal cases which need anomalies and
exploits addressed within their forensics products.

John has 26 certifications related to digital evidence. The following reflect the most significant related to
mobile forensics: Mobile Forensics Certified Examiner (MFCE), Cellebrite Certified Physical Analyst
(CCPA), AccessData Certified Examiner (ACE), Cellebrite Mobile Forensics Fundamentals (CMFF),
AccessData Mobile Examiner (AME), and Cellebrite Certified Instructor (CCI).

Users Review

From reader reviews:

Ann Gross:

Book is definitely written, printed, or highlighted for everything. You can recognize everything you want by
a publication. Book has a different type. As you may know that book is important issue to bring us around
the world. Beside that you can your reading skill was fluently. A publication Hiding Behind the Keyboard:
Uncovering Covert Communication Methods with Forensic Analysis will make you to possibly be smarter.
You can feel a lot more confidence if you can know about every little thing. But some of you think that will
open or reading a new book make you bored. It isn't make you fun. Why they can be thought like that? Have
you searching for best book or suitable book with you?

Antonette Schneider:

In this 21st millennium, people become competitive in every way. By being competitive right now, people
have do something to make these survives, being in the middle of the particular crowded place and notice
simply by surrounding. One thing that often many people have underestimated that for a while is reading.



Sure, by reading a reserve your ability to survive boost then having chance to stand up than other is high. For
you personally who want to start reading any book, we give you this specific Hiding Behind the Keyboard:
Uncovering Covert Communication Methods with Forensic Analysis book as beginner and daily reading
publication. Why, because this book is usually more than just a book.

Brian Robinson:

The event that you get from Hiding Behind the Keyboard: Uncovering Covert Communication Methods with
Forensic Analysis may be the more deep you excavating the information that hide inside the words the more
you get considering reading it. It doesn't mean that this book is hard to know but Hiding Behind the
Keyboard: Uncovering Covert Communication Methods with Forensic Analysis giving you joy feeling of
reading. The article writer conveys their point in a number of way that can be understood by anyone who
read the item because the author of this guide is well-known enough. This particular book also makes your
own personal vocabulary increase well. So it is easy to understand then can go together with you, both in
printed or e-book style are available. We suggest you for having this specific Hiding Behind the Keyboard:
Uncovering Covert Communication Methods with Forensic Analysis instantly.

David Wade:

Beside this particular Hiding Behind the Keyboard: Uncovering Covert Communication Methods with
Forensic Analysis in your phone, it could possibly give you a way to get nearer to the new knowledge or
details. The information and the knowledge you will got here is fresh through the oven so don't always be
worry if you feel like an previous people live in narrow town. It is good thing to have Hiding Behind the
Keyboard: Uncovering Covert Communication Methods with Forensic Analysis because this book offers to
you readable information. Do you often have book but you rarely get what it's about. Oh come on, that will
not end up to happen if you have this within your hand. The Enjoyable set up here cannot be questionable,
such as treasuring beautiful island. Use you still want to miss the idea? Find this book as well as read it from
today!
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