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Although organizations that store, process, or transmit cardholder information are
required to comply with payment card industry standards, most find it extremely
challenging to comply with and meet the requirements of these technically
rigorous standards. PClI Compliance: The Definitive Guide explains the ins and
outs of the payment card industry (PCl) security standardsin a manner that is
easy to understand.

This step-by-step guidebook delves into PCI standards from an implementation
standpoint. It begins with a basic introduction to PCI compliance, including its
history and evolution. It then thoroughly and methodically examines the specific
requirements of PCI compliance. PCI requirements are presented along with
notes and assessment techniques for auditors and assessors.

The text outlines application devel opment and implementation strategies for
Payment Application Data Security Standard (PA-DSS) implementation and
validation. Explaining the PCI standards from an implementation standpoint, it
clarifies the intent of the standards on key issues and challenges that entities must
overcome in their quest to meet compliance requirements.

The book goes beyond detailing the requirements of the PCI standards to delve
into the multiple implementation strategies available for achieving PCI
compliance. The book includes a specia appendix on the recently released PCI-
DSSv 3.0. It also contains case studies from a variety of industries undergoing
compliance, including banking, retail, outsourcing, software development, and
processors. Outlining solutions extracted from successful real-world PCI
implementations, the book ends with a discussion of PA-DSS standards and
validation requirements.
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Although organizations that store, process, or transmit cardholder information are required to comply with
payment card industry standards, most find it extremely challenging to comply with and meet the
reguirements of these technically rigorous standards. PCI Compliance: The Definitive Guide explains the
ins and outs of the payment card industry (PCI) security standards in a manner that is easy to understand.

This step-by-step guidebook delvesinto PCl standards from an implementation standpoint. It beginswith a
basic introduction to PCI compliance, including its history and evolution. It then thoroughly and
methodically examines the specific requirements of PCI compliance. PCI requirements are presented along
with notes and assessment techniques for auditors and assessors.

The text outlines application devel opment and implementation strategies for Payment Application Data
Security Standard (PA-DSS) implementation and validation. Explaining the PCI standards from an
implementation standpoint, it clarifies the intent of the standards on key issues and challenges that entities
must overcome in their quest to meet compliance requirements.

The book goes beyond detailing the requirements of the PCI standards to delve into the multiple
implementation strategies available for achieving PCI compliance. The book includes a special appendix on
the recently released PCI-DSS v 3.0. It also contains case studies from a variety of industries undergoing
compliance, including banking, retail, outsourcing, software development, and processors. Outlining
solutions extracted from successful real-world PCI implementations, the book ends with a discussion of PA-
DSS standards and validation requirements.
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Editorial Review
About the Author

Abhay Bhargav is the founder and chief technical officer of the we45 Group, a Bangal ore based information
security solutions company. He has extensive experience with information security and compliance, having
performed security assessments for many enterprisesin various domains, such as banking, software
development, retail, telecom, and legal. He is a qualified security assessor (QSA) for the payment-card
industry and has led several security assessments for payment-card industry compliance. Heis also the
coauthor of Secure Java for Web Application Development, published by CRC Press.

Abhay isa specialist in Web-application security with broad experience in vulnerability assessment and
penetration testing, and he has served as a consultant for awide array of enterprises and governmental/quasi-
governmental entities. He was recently awarded the prestigious SANS Certified GIAC Web Application
Penetration Tester certification. He has been interviewed by leading media outlets for his expertise on
information security, particularly application security. Links to the interviews are available here and here.

Abhay isaregular speaker at industry events. He was a featured speaker at the JavaOne Conferencein
September 2010 at the Moscone Center in San Francisco. He also regularly speaks at OWASP (Open Web
Application Security Project) conferences around the world, notably in New Y ork at the world' s largest
application security conference, the OWASP AppSec Conference, in September 2008. He has al so spoken at
various other conferences and seminars, such as the PCI summit in Mumbai in December 2008. Heisa
regular speaker at industry events such as the Business Technology Summit and events organized by the
Confederation of Indian Industry (Cll). He has also delivered several talks to government entities and their
stakeholders on information security and application security. He is also atrainer in information security and
has led several public workshops on PCI, PA-DSS, and risk assessment.

Abhay iswell versed in risk assessment and risk management, with rich consulting experience in the
OCTAVE® Risk Assessment and NIST SP 800-30 methodologies. His expertise also extends to providing
solutions on information security based on the ISO-27001, HIPAA, SOX, GLBA, and other security-
compliance standards.

Previously, Abhay was the leader of application security and PCI compliance at SISA Information Security
Pvt Ltd. Prior to that, he was involved in implementing enterprise I T solutions for various verticals,
including manufacturing and retail. He has devel oped various business applicationsin Java and proprietary
object-oriented program languages such as TDL. He has also written various articles on application security
and security compliance.

Apart from his professional interests, Abhay is also atrained Carnatic classical flutist and has delivered
several concerts. He is also atheater enthusiast and playwright with an English comedy play to hiswriting
credits. He blogs actively and maintains a security blog and a personal blog. He also writes aweekly article
on computer education in aleading Kannada daily newspaper for the rural youth.

Users Review

From reader reviews:



Katherine Humphrey:

Why don't make it to become your habit? Right now, try to prepare your time to do the important act, like
looking for your favorite publication and reading a publication. Beside you can solve your problem; you can
add your knowledge by the publication entitled PCI Compliance: The Definitive Guide. Try to stumble
through book PCI Compliance: The Definitive Guide as your pal. It meansthat it can being your friend when
you truly feel alone and beside those of course make you smarter than ever. Yeah, it is very fortuned for you.
The book makes you a lot more confidence because you can know every little thing by the book. So , we
should make new experience in addition to knowledge with this book.

Wendy Cort:

The book PCI Compliance: The Definitive Guide gives you the sense of being enjoy for your spare time.

Y ou need to use to make your capable more increase. Book can for being your best friend when you getting
tension or having big problem with your subject. If you can make studying a book PCI Compliance: The
Definitive Guide to get your habit, you can get alot more advantages, like add your capable, increase your
knowledge about afew or al subjects. Y ou can know everything if you like open up and read areserve PCI
Compliance: The Definitive Guide. Kinds of book are several. It means that, science publication or
encyclopediaor others. So, how do you think about this book?

Helen Hanson:

Book isto be different per grade. Book for children until adult are different content. To be sure that book is
very important for people. The book PCI Compliance: The Definitive Guide ended up being making you to
know about other understanding and of course you can take more information. It doesn't matter what
advantages for you. The guide PCI Compliance: The Definitive Guide is not only giving you alot more new
information but also for being your friend when you really feel bored. Y ou can spend your persona spend
time to read your publication. Try to make relationship with all the book PCI Compliance: The Definitive
Guide. Y ou never sense lose out for everything in case you read some books.

James L ongo:

Reading a e-book tends to be new life style within this era globalization. With examining you can get alot of
information that may give you benefit in your life. Along with book everyonein thisworld can certainly
share their idea. Publications can also inspire alot of people. Plenty of author can inspire their own reader
with their story or their experience. Not only the storyline that share in the publications. But also they write
about the information about something that you need instance. How to get the good score toefl, or how to
teach children, there are many kinds of book that you can get now. The authors on this planet alwaystry to
improve their ability in writing, they also doing some exploration before they write to the book. One of them
isthis PClI Compliance: The Definitive Guide.
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